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FOREWORD

1. With a view to preventing and alleviating network congestion inethent of
severe weather conditions, disasters or other emergencyasigjahe Telecommunications
Authority (TA) issues this document setting out the guidelines fording network
congestion (“the Guidelines”). The Guidelines should be observed by &rd mobile
network operators including the licensees of Fixed CarrietedriTelecommunications
Network Services, Mobile Carrier and Unified Carrier.

2. Telecommunications network operators are under their relevantdis obliged
to provide service in a manner satisfactory to the TA dinaéls during the continuance of the
licence. The Guidelines aim to ensure that the licensees preaiidéactory service to the
public at all times including the time preceding and during eemeng and bad weather
situations. If a licensee fails to comply with the Guidelinles, TA would consider whether
the licensee is in breach of the licence condition requiring faets'y service” and if so, the
TA may consider prescribing the standards and specifications sadgon 32D, issuing a
direction under section 36B of the Telecommunications Ordinance regtheniicensee to
comply with the said licence condition and/or taking other regulatctigra(e.g. financial
penalty) if the situation so warrants.

3. This document as well as other information notes issued by theamAbe
obtained through one of the following methods:

e download direct through the Office of the Telecommunications Authority
(OFTA)'s Internet Home Page. The Home Page address is
http://www.ofta.gov.hk;

¢ hard copies will be available upon request to:

Senior Telecommunications Engineer (Regulatory Section 11)
Office of the Telecommunications Authority

29/F., Wu Chung House

213 Queen’s Road East

Wanchai

Hong Kong

4. If further information is required regarding this document, please contact:

Senior Telecommunications Engineer (Regulatory Section 11)
Office of the Telecommunications Authority

29/F., Wu Chung House

213 Queen’s Road East

Wanchai

Hong Kong

Tel: +852 2961 6628
Fax: +852 2803 5112
Email: wkluk@ofta.gov.hk
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SECTION 1: INTRODUCTION

1. Introduction

1.1 The Guidelines apply to network operators for handling network trafftbe
event of severe weather conditions, disasters or other emergamdiyions which may cause
or have triggered network congestion in the public telecommunications ketwarorder to
maintain the traffic handling capability and capacity of meks in the above events, the TA
issues the Guidelines which set out the guiding principles, requiremeatprocedures for
handling network congestion and for reporting network status to OFTA.

1.2 Section 2 of this document sets out the technical requirementh® forovision of
() dedicated trunk for handling emergency calls and (ii) coordinatiornvonke for
communication between operators as well as OFTA. Section 3 afdtisnent sets out the
procedures which network operators should follow before, during and afteevdrds
mentioned in paragraph 1.1 of this Section.
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SECTION 2 : REQUIREMENT FOR PROVISIONING

2.1 Dedicated Trunk for Emergency Call

2.1.1 In order to prevent emergency calls from being rejected otteofelephone
networks due to network congestion, all fixed and mobile network opersthauld set up
dedicated trunks for routing emergency calls to the interconneptiorts to PCCW-HKT
Telephone Limited and Hong Kong Telecommunications (HKT) Limited.

2.1.2 For emergency calls, all fixed and mobile network operators sizatitain a
Grade of Service (GoS) for the interconnection route for emeygeall handling. This GoS
is 0.8% for each route under normal traffic conditions.

2.2 Coordination Network

2.2.1 Network operators are required to equip with the necessary wrooatons
devices capable of maintaining direct and effective communicatuithsOFTA and other
network operators during normal or abnormal situation of the publicotalmanications
networks. Among all the different communications devices avajlabteh network operator
is required to maintain (i) a wire-line telephone with prioatgess to telephone network, (ii)
a mobile phone and (iii) an email account dedicated for the commuomsatith OFTA and
other network operators. Each network operator shall notify OFTAthef contact
information of each of the established communication channels.

2.2.2 The coordination network serves to enhance coordination among network
operators as well as connection to OFTA with a view to aliegjanetwork congestion in the
event of severe weather conditions, disasters and other emergeatprss that may or have
triggered network congestion. Section 3 of this document sets optdbedures that the
network operators should follow in using this network.

2.2.3 The configuration of coordination network in the form of a chatroo®HRA'S
website by using broadband Internet is given below:

: OFTA Chatroom Operator A
|

| I

| “ o Operator B
I =

| ) |

| d = |

| OFTA ;
Le——— Operator N

Leased circuits /

Leased circuits for
dedicated chatroom

Figure 1: Coordination Network (by the use of dedicated chatroom)
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SECTION 3 : PROCEDURES FOR HANDLING NETWORK CONGESTION

3.1 Introduction
3.1.1 The procedures will apply in the following events:

(@) Tropical Cyclone (advance notification of issuance of Tropi@gclone
Warning Signal No. 8 or above, or issuance of such a signal)

(b) Rainstorm (issuance of Red / Black Rainstorm Warning Signal)

(c) Other severe weather conditions that may trigger or mmgeted telephone
network congestion

(d) Other disasters or incidents that may trigger or haggdred telephone
network congestion

3.2 Warning Message Dissemination

3.2.1 According to the established arrangement, the Hong Kong ObsgridiD)
will endeavour to send advance notification to OFTA 30 minutes befmassuance of
“Pre-No. 8 Special Announcement” to the public (Alert Message). s ddwance notification
issued by HKO will be inherently probabilistic in nature astivelacondition will continue to
change. HKO will provide updates on the chance of issuanceopicaét Cyclone Warning
Signal No. 8. In addition, HKO will also send advance notificationthefissuance of red
and black rainstorm warning signals (Alert Message) to OFitAh& event of receiving an
Alert Message from HKO, OFTA would instantly disseminateshme message to network
operators via email and Short Message Service (SMS). Omesitould make sure that
their dedicated mobile phones and email accounts are properly ditemds that the
messages from OFTA can be received at the first instance.

3.2.2 Upon receiving the Telecommunications Network Congestion WarningWJNC
message (message details are in paragraph 3.2.4), network oparatoesjuired to enter
OFTA chatroom and shall acknowledge OFTA as soon as possiblen(viifhiminutes)
through the coordination network or SMS. Network operators shall oatrthe necessary
precautionary actions to minimize the possibility of network congestion.

3.2.3 Occasionally, there are other severe weather conditionsthbedormed in such
a short time that HKO simply does not have sufficient tima#&ike any advance notification.
Such sudden change of weather conditions may also trigger traffic epsueg the public
telephone network in a short period of time. Similarly, the outbodaither disasters or
incidents may also trigger an upsurge of telephone traffic. In daemninimize the
possibility of network congestion or at least minimize the impdietr its occurrence, each
network operator is required to closely monitor its network trafind take appropriate
precautionary actions even though TNCW message is yet to be delivered by OFTA

3.24 As a general guideline, network operators should treat the fojjonessages as
TNCW message disseminated by OFTA and act accordingly to alleei@tenk congestion.

(@) Alert Message
(b) Message confirming the outbreak of a disaster, an incidenter, type of severe
weather condition that may trigger or has triggered telephone network congestion.
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3.3 Procedures for Network Operators to Handle Telecommunicatios Network
Congestion Warning Messages and Other Events Issued by OFTAat Would Trigger
Network Congestion

3.3.1 If a TNCW message is issued, network operators are requsednit a network
traffic situation report by the use of coordination network (the OEmatroom) to OFTA
within 60 minutes if no congestion problem occurs and network situatpmrtseevery 60
minutes during network congestion. In the event that network congestiolopewee the
network congestion situation changes, network operators are also retpirese the
coordination network to communicate among themselves and to reportsihes@ns in
simple messages such as “network congestion develops” or “congestartkneesumes
normal” to OFTA by the coordination network and SMS as soon as possible.

3.3.2 Before proceeding to take any action on the network traffic tammidg during
congestion or abnormal situation of the network, network operators should caonditiat
each other by the use of the OFTA chatroom with a view to miimignthe adverse impact to
the general public. OFTA would also use this chatroom to monitarealVork operators’
traffic management issues and their network status.

Duties and responsibilities of operators

3.3.3 Whenever any sign of network problem (e.g. network traffic cboggss
detected, each originating network operator (ONO), transit netwonkatopg TRNO) and
terminating network operator (TNO) should notify OFTA by theafshe OFTA chatroom or
SMS of its own traffic situation. In addition, each network operatarivhave its own role
to play to ensure that the adverse impact to the general public is minimized.

3.34 Each network operator should maintain detailed guidelines for ti¢itosfollow
in managing their network(s) during situations that may triggelnave triggered telephone
traffic congestion.

3.3.5 The basic principle of the Guidelines is for network operatora giv&nnex 3 to
maintain their networks in handling maximum traffic during theents as mentioned in
paragraph 3.1 of this Section.

3.3.6 Each network operator should use reasonable endeavours to ensuretévar wha
action it has taken to respond to other operator’s request is theppospriate measure and
would not cause problem to its own network.

Terminating Network Operator (TNO)

3.3.7 TNO is responsible for monitoring the traffic volume termohate each of its
switches. Whenever there is any sign of traffic congestiondgdace at one or more of its
switches, the TNO could take action that depends upon the connectingeanemt of its
switch to other network operators.

» If the switch is directly connected to more than one ONOTM@ could put
up its requests to all the direct-connected ONOs by theotisee OFTA
chatroom to block a certain percentage of outgoing traffic (trunksheo
switch experiencing congestion. The ONO should take appropriffie tra
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regulation measures to respond to the TNO'’s request taking into account of its
own network condition.

» If the switch is connected to TRNO(s), the TNO should broadtsastquests
to all other network operators by the use of the OFTA chatrodw@ €hould
take appropriate traffic regulation measures to respond to thesTidquest.
If necessary, ONOs could liaise with the TRNO(s), who woulchltbe best
position to clarify the routing and examine the effectivenessheftraffic
regulation actions taken to respond to the TNO'’s request.

3.3.8 Under any circumstance, the TNO has to terminate the irdaéfnded for it as far
as practicable. The TNO should not purposely reject the inconaffgg texcept under the
following special situations:

» There are essential maintenance activities at the TN@khswihich require
blocking of incoming traffic.

» The TNO’s switch generates a lot of undesirable traffic iseaf equipment
failure.

» There is an equipment outage causing problem to or overloading a
terminating/transit switch; the network operator of terminatiagéit switch
should follow the standard procedures as specified in Annex 2 to ee¢hsat
abnormal incoming traffic.

» If the switch processor of the TNO switch is overloaded bgriming traffic
and is likely to get outage which might lead to the complete ps#laf the
whole switch, the TNO should follow the standard procedures as sgeicifi
Annex 2 to control the incoming traffic.

3.3.9 TNO requesting assistance from other operators should frentatiime post the
most up-to-date information to all ONOs and TRNOs via the OFTAratva about the
network congestion status (for example: any hard-to-reachud#s). Network operators
may use any hard-to-reach attributes which they consider apeopoi let other network
operators understand the situation. The following lists out some haeddb attributes for
reference:

() The terminating network has encountered continuous overload which
persistently causing the network node(s) unable to handle new imgcom
calls, and/or the terminating network intended to block incoming trunks for
traffic originating from other networks in next 30 minutes.

(i) The terminating network experienced a system fault causing tia®nke
node(s) total failure or complete isolation of services.

(i) Particular level, directory number (DN) / network number (NN) all c
destination encounters extremely high terminating traffic ugstogether
with extremely high amount of failure calls.

(iv) The terminating switch has a low connection ratio for a cegariod of
time.

(v) The terminating network has a long paging delay for the mobile.

(vi) The terminating network has a long origination delay for the mobile.

(vii) The controlling processor of one or more switching nodes is running beyond
the safe limit.
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(viii) The number of call attempts exceeds the safe limit. Thateisaffected
exchange(s) will not be able to handle new (level or exchanggfispe
calls.

(ix) Severely drop of Answer/Seizure Ratio (ASR) value observed on all
incoming routes. Affected exchange is not handling the incoming cal
attempt in a satisfactory way, either because the incomaifctris
abnormally high or the processor is malfunctioning.

Originating Network Operator (ONO)

3.3.10 It is considered by OFTA that the most efficient means to prevent the devdlopme
of traffic congestion is to control traffic at the originatingtwork from which traffic is
generated. To achieve this purpose, each ONO could introduce efteutivedficient traffic
regulation mechanism (e.g. trunk blocking) to control the relevarfictiaf be routed to
TNO'’s hard-to-reach areas when (i) there is a request frordithet connected TNO or (ii)
there is an agreement with the TRNOs who manage traffibanirtterconnect gateways
(ICGs). In addition, each ONO can also implement, with the cons@RNOs and TNOs,

the necessary traffic regulation mechanism if it foregisaxiginating traffic is going to have
harmful effect on its own network, transit network or terminating network.

3.3.11 To be more specific, ONO is required to block the traffic teetmeinated at the
hard-to-reach areas as reported and requested by the TNO or TRNQor other traffic that
is surging up and is likely to overload some ICGs of the transitanle, it is advisable for the
ONO to divert the relevant traffic to some other less cordel§lGs via switches and routes
that have spare capacity available at that time.

Transit Network Operator (TRNO)

3.3.12 TRNO should have the best knowledge on various traffic volumé Poiat of
Interconnection (POI) links. They are required to closely motiertraffic volume in all
POI links and ensure that the utilization of all POI links isnta@ned at the optimal level.
Whenever the TRNO detects any upsurge of traffic and is likelgverload its ICGs, it
should alert the relevant ONO and advise it to carry out eftediiaffic management
measures to control the upsurge and to divert the traffic concerneathnasway that the
spare capacity of some less congested routes and ICGs daltyhdilized. If the TNO
identifies any severe traffic congestion area, the TNO should report to GNARAOs, and
advise them to carry out suitable traffic management measgut#eck a certain percentage
of traffic (trunk) to be routed to the congested switch(es).

3.3.13 Under all circumstances, all network operators should work cltms@haintain
the local telecommunications network working normally with maximuatfi¢r volume
flowing through the transit network.

Operation Procedures for Network Operators

Preparation Work

3.3.14 Each network operator should (i) train its technical staffrolifirize with the
network maintenance work and traffic re-routing procedures, (iitaia detailed guidelines
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for its staff to follow in managing its network(s) duringffic network congestion. In
addition, each operator should check the coordination network linking to th& €fefroom
regularly to ensure that it is maintained in good working conditions.

After TNCW Messages Issued by OFTA and Action Taken to Hndle Network
Congestion

3.3.15 Upon receiving the TNCW message, network operators are requicdiow the
procedures as mentioned in Section 3 of this document to carry ousargcpeecautionary
actions, if required, to minimize the possibility of network congestion.

3.3.16 The basic principle for each network operator in alleviatirgg nbtwork
congestion is to ensure its own network to handle the maximum @aifiqrevent its own
network from breaking down no matter whatever action it has takeespond to other
network operator’s request.

3.3.17 Each network operator is requested to report to OFTA the netviosakiosi
through the appropriate channel as mentioned in Sub-section 3.3 of this document.

After Cancellation of TNCW Message

3.3.18 All network operators are required to submit reports to OFTA &fteorking
days about the messages and actions taken that have been posted G®A chatroom in
relation to the traffic or trunk capacity regulation issue. The report fasnr@Annex 4.

Role of OFTA

3.3.19 OFTA will be responsible for maintaining the coordination systermentioned
in Sub-section 2.2 of this document. The messages posted onto the OFdArohaill be
kept by OFTA for seven working days.

3.3.20 The TA may call for forum meeting after the incident wyhbrators to review the
situation of each network. In addition, if there are any meashat could be considered for
the improvement of handling network problems or telephone traffic stogeand any
disputes between operators in handling the traffic regulationTAheill call for industry
forum meeting to discuss and review all cases.

3.3.21 When situation requires, OFTA will liaise with Information SmwviDepartment
for consideration of making public announcement through TV or radiorstaio advise the
general public not to make any unnecessary telephone calls. @ T#so liaise with the

MTR Corporation to disseminate message advising the public in the $¢itions about the
status of mobile phone networks and how to make best use of the networks.

Contact Information

3.3.22 Each network operator is required to provide OFTA with the canfaamnation
of its focal point responsible for coordination with OFTA in timeseafergency. Such
information will be annexed to this document and hidden in the publicomersWhenever,
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there is any update on the contact information, operator should inforrA QfRfe change
one week before the effective date. OFTA would then update Annasc@dingly and

disseminate it to all operators for information. The contact nmtion should include the
following items:

(@) Fixed line telephone number
(b) Mobile phone number
(c) E-mail address
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Annex 1

Guideline for the use of Chatroom in OFTA's Web andthe Coordination
Network

Functions and General Use of Chatroom and the Coordination Network

1. The chatroom has (i) a database, in the form of a bulletin boargtdiong
messages posted by operators and OFTA and (ii) an em@&itrsfa communication between
operators to handle network problem or telephone traffic congedtiong severe weather
conditions or disastrous conditions.

2. Network operators are responsible for the costs of equipment atapends
including set-up cost of a dedicated circuit connecting to its owenrlet service provider(s),
monthly rental of the dedicated circuit, re-installation cost, re-locatidn @osrator machines
cost and associated cost.

User account and posting rules

3. Each network operator shall have one parent account and severakcbildta.
However, only the parent account will be used to post messages or@d-iAechatroom
while other child accounts are set as “Read Only”.

4. Each network operator can only post messages in a folder named aftentd rele
operator. The messages should be clear and concise. Any coongditential data or
controversial issues should be avoided as all other operators cas aoch information.
Each message should contain in its end the name and telephone numbentaicaperson
for enquiries concerning the message.

5. Messages posted cannot be edited or deleted by the origindf@sendment or
editing is required, it is necessary to post a new messag@ressly supersede the previous
message. Operators should therefore always refer to the faissngs for the most
up-to-date information.

6. Only the System Administrator of the chatroom has the rigbteiate new event
category under the chatroom.

7. Network operators should base on the principles laid down in this docunfait t
post the seek for assistance message whenever any sign ofknptablem or telephone
traffic congestion is detected at any switch or ICG and (b) publish the haetloatributes.

8. OFTA may request network operators to post warning messages tlmnt
chatroom to advise other operators to take precautionary actions when situatia@srequir

9. Network operators should keep copies of messages/information theynpmthe
OFTA chatroom during the incident for their record purpose. OFTA keep the
information in the chatroom database for seven working days hé&dnt¢ident. However,
the System Administrator may purge the system earlierderaio deal with the onset of
another tropical cyclone / rainstorm or other incidents when a fargiber of messages have
cluttered the system.
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Annex 2

Procedures for Network Operators to Communicate inHandling Network
Congestion

The following are the standard procedures for operator tordggdcast network
congestion status (for example: location of congestion switchjsgile message seeking for
assistance from other operators, (iii) report actions takersponse to the request from other
operators, and (iv) broadcast message for reporting action to be taken.

1. Broadcast of network congestion status

(i) List the affected switch(es) clearly
(i) Endorsed by
Name of network operator:
Site-in-charge:
Telephone number:
Email Address:
(i) Endorsed time according to HKO clock

2. Message for seeking assistance

(i) List the assistance required clearly
e.g. traffic regulation request:
o to reduce traffic (route capacity) of Route A by x%
o to reduce traffic (route capacity) of Route B by y%
(i)  Spell out the reason why assistance is needed.
(i) Endorsed by
Name of network operator:
Site-in-charge:
Telephone number:
Email Address:
(iv) Endorsed time according to HKO clock

3. Report on actions taken in response to the request from other operators

(i) Make reference to the message and liaise with the operator seeking for
assistance
(i)  What action has been taken and the time of the action taken
(i) Endorsed by
Name of network operator:
Site-in-charge:
Telephone number:
Email Address:
(iv) Endorsed time according to HKO clock
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4. Report on actions going to be taken by the operator broadcasting the
message

(i)
(ii)

(iii)

(iv)

Spell out the reason why action to be taken is required.

List clearly the schedule the action(s) to be takerowlat least 15 minutes
for other operators to prepare or respond

Endorsed by

Name of network operator:

Site-in-charge:

Telephone number:

Email Address:

Endorsed time according to HKO clock

5. Report the result of network status by the operator broadcasting the nssage
seeking for assistance from other operators

(i)

Report when the network is resumed.

(i) List clearly the action(s) taken.
(i) Endorsed by
Name of network operator:
Site-in-charge:
Telephone number:
Email Address:
(iv) Endorsed time according to HKO clock
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Annex 3

Contact List of Network Operators for Network Congestion

Intentionally Left Blank
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Network Traffic Regulation and Status Report
Name of Reporting Network Operator:

Name of site-in-charge:

Telephone Number:

Internet Email Address:

The Telecommunications Network

Congestion Warning Message Received by: [time in Hong Kong Local Time], [ddte

Details of Actions Taken

Annex 4

Description of Network StatysRequest to other Network  Request Sent
Operators for Assistance at [time] on [date]

Reply Details and Actions Taken by
Responding Operators

Incident Resolved
at [time] on [date]

Remarks

e.g. [x] switch experienced
congestion at [time] on [date

e.g. [y] interconnection link
experienced congestion at
[time] on [date]
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